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Our background

Research Engineer Director of Product
Robert Bosch — Research & Technology Center Block Harbor Cybersecurity
= Previously ProdSec Lead at Locomation = Previously Embedded Cybersecurity Architect at

Dana and Aptiv

= Typical embedded software engineer who happened
to work on crypto drivers for GPUs

= PhD in ECE from Carnegie Mellon University

= First-author publications in IEEE S&P, USENIX
Security, ESCAR USA and Europe

= First-place team prize at DEF CON 24's CHV
challenge by Craig Smith
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Security testing is challenging
Looking forward: SDV increases frequency of tests

Traditional Softeware Development LiFecycle
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New solutions for testing are not enough
We need a solution that works for all types of testers

General Challenges for Security Testing
» Testbeds are often highly customized and short-lived, difficult/costly to rebuild a testbed
= Testers want customization and as many capabilities as possible (while remotely working)

Our Unique Challenges

= Block Harbor: Couldn’t access enough skilled pentesters in local region

= Bosch Research: Couldn’t access hardware benches of real ECUs and ECU networks

= Current security testing products have interesting features but do not solve all our needs

Nothing on the market? So, let’s build our own!
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Combine testing features into a better platform
Configurable, practical, and user-friendly

One platform for engineers, pentesters, and researchers

Remote Linux environment
with user access control

Target Use Cases

= Global teams working collaboratively on same project
Configurable network of

ECUs in hardware

Isolating ECUs on a network without physical access

Supporting remote engineers with specialized HW staff
Remote access to measurement tools

Centralized HW to make

= Demo security applications on real hardware \ ,
testing more accessible

We aim to demonstrate a platform with
real-world examples

Adding custom applications
for security testing
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Vehicle Security Engineering Cloud (VSEC)

= | .| VSEC: Garage BH Internal .

Remote Access to Vehicle Cybersecurity Lab
ADMIN PANEL
search Vehicles SCHEDULE BENCH CREATE BENCH

Test benches

f ' Bosch Research Bench f ' Wireless Bench f ' BHCAN Bench
I Hostname: buck2014vf I | Hostname: NUC5i5RYH I | Hostname: 2014wk
Interfaces: can0, eth0, wlan0, wlan1 Interfaces: can0, docker0, enp0s25, wip2s0, ... Interfaces: can0, etho, wlan0
I 1 Testing System: Cloud I i Testing System: Cloud I i Testing System: Cloud
Last Seen: a few seconds ago Last Seen: a few seconds ago Last Seen: a few seconds ago
Simulations
7" '\ UDS Challenge (simulation) 7" '\ User Space Diagnostics Challenge (simulation)
Testing System: Cloud | Testing System: Cloud
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A configurable and customizable testbed
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Research example #1: CANvas network mapper’
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Research example #2: CANnon disruption attack?
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Research example #3: CANdid authentication bypass3
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Advantages
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Research example #4: Demonstration of two IDSes
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Continuous Security Testing
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Partner Pentesting

\/ehicle $ecuri+y
Engineering Cloud

Remote Test
Enaimeer

Advantages "
1. Leverage remote experts

2. Customized setups with
local hardware specialists

3. Team collaboration and
knowledge sharing

Robert Bosch LLC — Research and Technology Center | 2024-07-08

=i

——
4
q:’eb
Oper‘aﬁnﬂ
Sy6+em
VSEC Vehicle
Communication

interfoce software )

7

-

Network Interface
Le.
(CAN, Eth, WiFi, ete)

Lab Technician /
Locad Test En@ieer

[ 4

S
ot

BOSCH



VSEC Features
BenCh Access Welcome to your VSEC Garage VCI

You are connected to b 1
able Interfaces: cang 0 wlan@

o VS EC: Gal‘age Check out our YouTube to get started: joutube . com/fblockharbor

Virtual vehicle cybersecurity garage for training and testing.

[5

. [%
Vehicle Topology E“
[5

[5

Bosch Research Bench F_:

VIN: Testing System:Cloud é,

Available Interfaces: can0, eth0, wlan0, wlan1 Last Seen: a few seconds ago L

Access Bench

Submit Finding
Open Terminal File Explorer Go to Scheduler
Configuration
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VSEC Features
Test Management

— VSEC: Test BH Internal - wen_lu

Cybersecurity Test Management, including Breakwater Mitigation Test Suite
ADMIN PANEL

TEST RUNS TEST SPECS

Demo Test Spec

This demo test specification contains tests on common vehicle interfaces.

Demo Scan Interfaces —
ADD TEST CASES CREATE TEST CASE EXPORT TO EXCEL Q = m — I3

Demo Test Spec

Test Specifications

ars thie Automotive Ethernet { "iface": "enp0s25", "cidr": "10.1.0.0/24" Sends ARP queries for all IPs in a subnet and listens for S
p_query } responses. ARP should not be enabled in a production state. / u
CREATE TEST SPEC
g e - s = Iterates through all known TLS ciphers and attempts a
supported_tls_ciphers Automotive Ethernet f |fa|:en. enp(!szs Lo connection to the web server with each. Accepted ciphers VA |
port”™: "35804" }
are reported.
2oz 2 {"iface": "wlp2s0", "ssid": "Hotspot", The test will looks for weak authentication types on a P
wifi_supported_auth_types o "bssid™: " } detected WiFi Access Points / 8]
' {“device" "can0”, "extended_id" "false”, Probes for UDS ser\'uces op a UDS Server by sending a . o B
uds_service_scan CAN s oo e e & payload of each valid service ID to the server, and watching V4 B
req_arb": "0x456", "resp_arb": "0x656" } i 3
for a positive or negative response.
Attempts to toggle the communication state of a module via
DR P { "device": "can0", "extended_id": "false", UDS. Disabling communication of a module can cause o o=
Rows per page 10 ~ 1-100f 12 >
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VSEC Features
Test Execution

= | .| VSEC: Test

Cybersecurity Test Management, including Breakwater Mitigation Test Suite

TEST RUNS TEST SPECS

Test Specifications: CREATE TEST RUN

[ Demo Scan Interfaces

[J Demo Test Spec v Wireless Bench
~ Wireless Bench
DHCP Query Scan

Results: DHCP Query Complete
DHCP inactive on the network. Test passed

Demo Scan Interfaces

Demo Test Spec

Current Enterprise

BH Internal - wen_lu
ADMIN PANEL
O = m =
1@
09 [ ]
0
8 9
30 []
2

Bench Name: Check Internet Forwarding

[0 Bosch Research Bench Results: Internet Forwarding Test Complete

. Connected to 1.1.1.1 port 53 via enp0s25
[0 Wireless Bench Connected to 8.8.8.8 port 53 via enp0s25

Internet connections forwarded. Test failed
[ BHCANBench

Supported TLS Cipher Scan
[ UDS Challenge

Allaurad Pinkar Cuitan:

[ User Space Diagnostics
Challenge
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Conclusions

Easier shared access to logistically challenging and costly hardware
Access to larger (global) talent pool and accessible to more engineers
Cloud-based platform reduces costs, increasing participation in Bug Bounties

The ideal platform is one that is used and implemented AND can adapt/be flexible in the future
Multiple demos of real enabled testing methodologies for engineers, pentesters, and researchers

Sekar Kulandaivel*, Wenjuan Lu$, Brandon Barry$, and Jorge Guajardo*. "Towards a New Configurable and
Practical Remote Automotive Security Testing Platform." arXiv preprint arXiv:2404.02291 (2024).

Bosch*: sekar.kulandaivel@bosch.com Block Harbor $: wen@blockharbor.io
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